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Event Ingestion through 10T Data Platform

Critical
manufacturing 10.2

Event ingestion is the process of obtaining and importing events for the immediate use or storage in a
database. Events can be streamed in real time, where each event item is imported as the source emits it, or

ingested in batches.

This document will provide a quick guide for the configuration of a mechanism of event ingestion using the

|oT Data Platform capabilities of Critical Manufacturing.

Overview

In this example we will define an event that receives values from different sensors on a shop floor. This
event will have a specific structure and so we shall define it, make the system aware of it and able to parse
the same event when received as an API call to the system. To create the appropriate structure to receive

and adequately ingest and handle the events on Critical Manufacturing, a number of steps will have to be

followed:

1. Create an loT Event Definition to specify the event structure.
2. Create an loT Consumer Definition to define which type of consumer will receive the event.

3. Ensure that the system ingests and operates on the event through an loT Consumer.

The steps detailed above will create the objects in the system that will handle the events and the payload

contained therein. This way, you can start from there:

Creating an |loT Event Definition

In the Business Data section of the main menu, navigate to the loT Event Definition tile and create a new
entry. Provide a name for the loT Event Definition. Bear in mind that the name will identify the Event
throughout the Data Platform infrastructure so it should be a meaningful name for later reference. An

example of the values can be seen below:

% Create loT Event Definition

€ GENERAL DATA

General Data

MeasurementEvent

u Name:

Description:

Data Group:

Information

Time To Live (Days): | 30

Comments

Cancel ‘ Bac
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Th

e event to be created has the following structure with sample values:

= {} AppProperties

B EventDefinition : "Measurement”
B EventTime : "2020-10-24T11:15:02.4327"
# ApplicationName : "TestApp"

= {}Data

® Equipment : "Oven-002"

B Material : "Mat-AA"
=3 {} MeasurementData
Temp : 23.51
Pressure - 9.002
Energy : 33
Humidity : 35.2
Power : 98.8

AppProperties is a field included by the Kafka host that is running and receives the event, while pata is
the actual event payload.

Adding properties to the event definition can be done manually or by importing a JSON structure such as
the one shown above. The system will infer the data types from the actual values and generate a property
for each of the fields.

i Property Details

Add Property

Import JSON

Several properties are essential for the proper functioning of the event ingestion, so specify for each

pr
.

operty:

Property name - name that matches the property in the Event JSON document.
Array - identifies this property as an array of objects.

Mandatory - identifies if the property is mandatory. If true, this information will be used to validate all
the arriving events.

Indexed - if this value is defined, the fields will be automatically selected in the creation of the loT
Consumer.

DataType - the data type of the property. Mandatory, an enumeration. Will be mapped to the following
JSON types (in parentheses).

Default Value - specifies the default value of the property. If not present in the received event, this
value will be set by the event validation process.

Shared - a specific loT Schema can be selected to be matched to a JSON structure and later shared as
a separate object in the system.
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©® Info

For more information, see Create |oT Event Definition in the User Guide.

Importing from a sample JSON structure can be simple as well:

Properties +~- @
PROPERTIES TYPE | MEASUREMENTDATA (MEASUREMENTDATA) IOTSCHEMA
Equipment (Equipment) String Temp (Temp) Integer
Material (Material) String Pressure (Pressure) Decimal
MeasurementData (MeasurementData ﬁ > Energy (Energy) Integer

Humidity (Humidity) Decimal
Power (Power) Decimal

After creating the properties manually or importing from a JSON file, the properties will be generated and

the loT Event Definition can be created.

T Import JSON Schema

Template

Content Type:

JSON

)

*Filename

* Template:

"Equipment”: "Oven-802",

"Material": "Mat-AA",

"MeasurementData": {
"Temp™:
"Pressure”:
"Energy”: 33,
"Humidity": 35.2,
"Power" :

9.882,

other definitions.

Upon original import, and if the Shared option is not defined above, a new loT Schema is also created and
associated in a one-to-one relationship with this particular event definition, and it could then be used in
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T-  MeasurementEvent (Active)
~ DETAILS DETALLS
10T Schema PROPERTIES

Name: MeasurementEvent @ ATTACHMENTS
E— Description

Universal State: Active

Shared: X No

~ PROPERTIES
Properties
NAME FRIENDLY NAME DESCRIPTION DATA TYPE 15 MANDATORY IS ARRAY INDEXED DETAILS
Equipment Equipment String X X v
Material Material String X X v
MeasurementData ~ MeasurementData loTSchema x x b4 5>

Creating an loT Consumer Definition

After creating the loT Event Definition, you must define an lIoT Consumer Definition to indicate the type of
consumer that will be ingesting the event. Ths system provides different types of possible consumer
definitions. For this example select an SQL Database Sink as the destination for the event data that will be
received. Both File and a MessageBus sinks are available for usage as well.

Select the ecriticalmanufacturing/iot-dp-sql-sink package with whichever version is available and
matching with the current installed version of the MES for maximum compatibility and create the loT
Consumer Definition.

0 Info

For more information, see SQL Sinker loT Consumer Definition in the User Guide.

3% Create loT Consumer Definition

@ DETAILS

General Data

;) Mame: | DatabaseSink ‘
Description | ‘
*Type: |32 Sink ‘ - }
Data Group: |-Q ‘ - }

Information
*Package: | @criticalmanufacturing/iot-dp-sql-sink ‘ - }
* Package Version | 8.0.1-202010144 ‘ - }

Comments: o~

Cancel Create

Creating an loT Consumer

Finally, creating the loT Consumer will specify the destination for the data that will be retrieved when
ingesting the events. Select the IoT Consumer Definition created before and select the number of
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Instances of the IoT Consumer to be running simultaneously by the system to account for high-availability
and scalability purposes.

% Create loT Consumer

€ GENERAL DATA

General Data

l) Name: | MeasurementConsumer |
Description ‘ |
Data Group: |« ‘ - ]

Information
* Consumer Definition: ‘ ¥ DatabaseSink X ‘ p]
*¥Instance Count: | 1 |
Start Date: HH PP | = ‘ [C] I

Event Filter Type: List

Comments

_
o (e ) | R

In the next page, select the actual Events that will be ingested by this 10T Consumer. In this case, select the
Measurement Event created earlier.

% Create loT Consumer

€ GENERALDATA —@ EVENTS

Events (5) m . MeasurementEvent
@ event DESCRIPTION TYPE TIME TO LIVE
My loT Event Definition Any
MyEventForSQLConsumer Any
EquipmentData Any
EquipmentAlarm Any
MeasurementEvent Any
Rows per Page:25 Page1of1
(5 Records)
Comments ~

To finish configuring the 1oT Consumer, select the following properties:

¢ Metadata Connection String - where the information will come from regarding the actual object
mapping for the MES enrichment and/or interoperability.

* Connection String - connection string to the destination database where the event data will be stored.

* Table Name - name of the table in the destination database that will hold the values. The name of the
event is suggested for readability and easy reference.

* Use Global Event Tables - whether the global tables for events should be used, otherwise there will be
several tables created to separate the data.

e Starting Offsets - should the event ingestion start from the value in Start Date (Latest) or from the
moment of creation (Earliest).

e Start Date - the start date for the event ingestion.

manufacturing 10.2
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Finally, select the properties that will be retrieved and stored in the database as separate columns. Finish
by creating the IoT Consumer that will be running as soon as the dialog closes.

® Note

Only the selected fields will be generated into database columns.

% Create loT Consumer

© GENERALDATA —@ EVENTS —@) CONFIGURATION

Event Name: MeasurementEvent

*Metzdata Connection | $(OnlineDBConnectionString)

* Connection String ‘ VM-DP-TEST.domain.com\ONLI} P
#Table Name: | MeasurementEvent
*Use Global Event Tables: (@ )
*Starting Offsets: | Earliest ‘ ~
Start Date: | A HH=mm P ‘ a8 ‘ [c]
Available Properties (7) / 3 Items Selected m
=] name DESCRIPTION DATATYPE
Equipment String
Material String
MeasurementDataTemp Integer
MeasurementData. Pressure Decimal
MeasurementData Energy Integer
Rows per Page:5 v Page1of2 >
(7 Records)
Comments: ~

©® Info

If the properties were marked as Indexed upon their creation, they will automatically be selected and cannot be
unselected as they will be used in the event ingestion process (and specified in the destination database) as indexes.

The SQL Sink then generates the appropriate structure in the database, such as the following example:

= BR DeviceData.T_MeasurementEvent
= Columns
w0 Eventld (PK, FK, bigint, not null)
w0 Recordld (PK, int, not null)
g Temp (int, null)
g Pressure (decimal(18,8), null)
B Energy (int, null)

Monitoring

Using the 10T Consumers Monitoring page, accessible through the main MES menu, you can see that the
specifically created loT Consumer is running, and you can also see runtime information on the right-hand
panel. Spark logs can be accessed directly by selecting the small icon on that panel, which open a new tab

with the available logs.
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I [oT Consumers Monitoring

Runtime Information

TYPE:ALLY  STATE:ALL Y Start Date:

e [ ] @ ][ sear |

B MeasurementConsumer

E @ 10T CONSUMER DESCRIPTION @' 10T CONSUMER DEFINITIC TYPE INITIALIZED INITIALIZATION DATE  START DATE STATE
~ | oRivER-20201023230150-0006

' STATE: RUNNING

Details

[ | £quipmentaiarmDasink DatabaseSink Sink v 10/13/202006:22... Running

System State:

| MeasurementConsumer DatabaseSink Sink v 10/24/2020 1201 ... Running R

> STATE: STOPPED Submit Date:

Fri Oct 23 2020 23:01:59 GMT+0000

Start Time:

Fri Oct 23 2020 23:01:59 GMT+0000
Worker:
worker-20201023103719-10.0.12.48-46875
Main Class:

com.gritici
nsumer

Logs:
a

Application Name

page1of1 SparkStreaming-MeasurementConsumer-0
Rows per Page:25 v

(7 Records)
Merrics.

By using any type of user-defined equipment or Connect IoT workflow action, you can send values to the
created Kafka topic, and any values will automatically be stored in the database, with one row per event
received, and with the values being stored in the mapped columns.

SELECT TOP (1000) [EventId]
,[RecordId]
»[Temp]

,[Pressure]

,[Energy]
FROM [SQLSinkerTestDB].[DeviceData].[T_MeasurementEvent]

100 %

-

E Results @ Messages

W 00 =] O U & W N =

-_n
L=

Eventid

1602522402252898887 |

1602522404418057656
1602522404425180352
1602522405239986678
1602522406584073718
1602522408928559817
1602522412158602857
1602522413151357339
1602522417218211560
1602522417311597405

Recordld Temp

SEIREBRER2 A

Pressure

69.07500000
72.44300000
67.80800000
60.22500000
53.45600000
53.69300000
64.95500000
61.85400000
58.06500000
58.38300000

Energy
18
21
24
24
24
19

12
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Legal Information

Disclaimer

The information contained in this document represents the current view of Critical Manufacturing
on the issues discussed as of the date of publication. Because Critical Manufacturing must
respond to changing market conditions, it should not be interpreted to be a commitment on the
part of Critical Manufacturing, and Critical Manufacturing cannot guarantee the accuracy of any
information presented after the date of publication. This document is for informational purposes
only.

Critical Manufacturing makes no warranties, express, implied or statutory, as to the information
herein contained.

Confidentiality Notice

All materials and information included herein are being provided by Critical Manufacturing to its
Customer solely for Customer internal use for its business purposes. Critical Manufacturing retains
all rights, titles, interests in and copyrights to the materials and information herein. The materials
and information contained herein constitute confidential information of Critical Manufacturing and
the Customer must not disclose or transfer by any means any of these materials or information,
whether total or partial, to any third party without the prior explicit consent by Critical
Manufacturing.

Copyright Information

All title and copyrights in and to the Software (including but not limited to any source code,
binaries, designs, specifications, models, documents, layouts, images, photographs, animations,
video, audio, music, text incorporated into the Software), the accompanying printed materials,
and any copies of the Software, and any trademarks or service marks of Critical Manufacturing
are owned by Critical Manufacturing unless explicitly stated otherwise. All title and intellectual
property rights in and to the content that may be accessed through use of the Software is the
property of the respective content owner and is protected by applicable copyright or other
intellectual property laws and treaties.

Trademark Information

Critical Manufacturing is a registered trademark of Critical Manufacturing.

All other trademarks are property of their respective owners.
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