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Factory Automation

Factory Automation is a factory-level workflow engine to coordinate different systems and applications to
achieve high-automation.

Companies that want to deploy high automation need to have a system that listens to factory events, and
coordinates and orchestrates the different systems and applications to respond to that factory event.

As factory processes become more stable and mature, manufacturers can progressively increase their level
of factory automation by automating more business workflows.

Factory Automation supports the definition of workflows and links the events to workflows. It also supports
hierarchical job structures as well as long running jobs which have their state and context persisted in the
database.

Additionally, Factory Automation has the capability to perform error handling to recover from a variety of
possible problems.
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Q Note

The system accommodates fully automatic, mixed and manual scenarios.

This document will provide a quick guide for the configuration of a workflow of Factory Automation using
the functionalities provided by the Connect loT module of Critical Manufacturing.

Overview

In this example we shall define a consumer of data that is stored in a database (we can consider that it has
been put there by an IoT Data Platform consumer, for example, or through the connection with a machine)
as well as a controller that will handle the way that the data is received, parsed and used. Using objects
provided by the Connect IoT module of Critical Manufacturing (Automation Protocol, Automation Driver
Definition and Automation Controller), we will create the structures that will allow a user to understand
and configure the environment for factory automation. For the purpose of this example, a protocol using
the OPC-UA package will be configured. In order to create the appropriate structures to receive and handle
the events on Critical Manufacturing, a number of steps will have to be followed:

1. Create Automation Protocols to specify the type of protocol to use.

2. Create Connect loT Automation Controllers to act as retriever of the event from the generator and
another as the job creator.

3. Create Automation Driver Definitions that will use the Automation Protocols.
4. Create an loT Event Definition that will enable the generation of job payloads from the received data.
5. Create a Factory Automation Automation Controllers that will act as job consumer.

The steps detailed above will create the objects in the system that will handle the events and the payload
contained therein.
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Pre-Setup

It is assumed that the Connect loT module is licensed and has been properly installed after the main
installation by following the proper procedures listed in the Installation Guide, under the Connect loT
Installation section. Two further settings are required:

* A specific configuration involves setting a property in any of the objects that will be accessed and

handled by an Automation Controller (e.g. a Resource). For this, the Connect loT enabled property in the
Entity Type page for the specific entity must be active.

Flags
Unigue Name Required:
Replicate to ODS5: m
Histery Enabled: m

Partitioned:

Visible in Business

Connect |OT Enabled:

Enable Attributes:

* Another setting that is required is the use of an integration user account to be used by the controller as
the executor of the workflow jobs. This can be set in the User page of the Administration section.

With these configurations performed, let's start with the Connect loT configuration proper:

Creating the first Automation Protocol

In the Business Data section of the main menu, navigate to the Automation Protocol tile and create a new
entry. Provide a name for the Automation Protocol, bearing in mind that the name will identify the
Protocol and will be used in the configuration of other entities, so make sure the name is meaningful for
easy reference. Since we will be using a protocol based on the OPC-UA package, select the
@criticalmanufacturing/connect-iot-driver-opcua package and whichever version is available and
matching with the current installed version of the MES for maximum compatibility and select Next. An
example of the values can be seen below:
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% Create new Automation Protocol

@ CHANGESET ——#) GENERAL DATA

* Package Version: | 8.0.0-202010011

Definition
El Name: | OPC-UA ‘
-
Description: ‘
*Type: | 3= General ‘ - ]
Data Group: ‘4 ‘ v ]
* Package: | @criticalmanufacturing/connect-iot-driver-opcua ‘ - ]

Comments: ~

(e | [ oo | NN

Moving on to the Parameters section, the values presented are the default values from the package and do
not need to be altered unless specifically required. (e.g. the IT department decided that all ports must be in
a specific range. Those values can be configured here and will be inherited by all the Automation Driver
Definitions based on this Automation Protocol)

©® info

More information on the OPC UA page of the User Guide.

In the last section, a list of Data Types and Extended Data (attributes per object) is displayed so that the
user is aware of what is available for configuration. Pressing Create will finish the creation of the
Automation Protocol.

Creating the second Automation Protocol

This second Automation Protocol will act upon the information retrieved by the first protocol, effectively
decoupling both actions. Once again provide a name for the Automation Protocol, making sure the name
is meaningful for later reference. This time we will use the Factory Automation package, so select the
@criticalmanufacturing/connect-iot-driver-factoryautomation package along with the appropriate version
and select Next. An example of the values can be seen below:
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% Create new Automation Protocol

@ CHANGESET ——) GENERAL DATA

Definition

EI Name:

Factory Automation

Description:

* Type: EE General

Data Group: |4

*Package: | @criticalmanufacturing/connect-iot-driver-factoryautomation

8.0.0-202010011

* Package Version:

Comments: ~

(e ] (o | N

The Parameters and Protocol Data Types sections will be slightly different from the OPC-UA configuration
since the drivers supply different values in both cases. Just like before, select Create to finish the creation
of this second Automation Protocol.

©® Info

More information on the Factory Automation page of the User Guide.

At this point, the Automation Protocols have been made available to the user. The next step involves
creating a Automation Driver Definition in order to define how the machine will present the data that we
want to use for each situation.

In order to simulate the generation of data coming from an OPC-UA server, we will be using the OPC-UA
driver as a client and connect to a OPC-UA server running on a development machine.

Creating the Automation Driver Definition

For this particular example, let's imagine a conveyor belt that is connected to the MES system via OPC-UA,
with a barcode reader that detects the presence of an item when it passes on a sensor located at the end
of that conveyor and writes the scanned value to a property field through OPC-UA. First of all, we should
create an object that represents that same connection, in the form of an Automation Driver Definition. Go
to the Business Data menu, select the Automation Driver Definition tile and create a new entry. Use a
meaningful name and use the OPC-UA protocol created above as the value for Automation Protocol.
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% Create New Automation Driver Definition

ANGE SET ——@) GENERAL DATA

Definition
Name: | Conveyor ‘
Description: | ‘
*Type: EE General | v ]
Data Group: |« | v ]
* Automation Protocol: | B2 OPCUA1 x | jol ‘
*Entity Type: | [E] Resource | - ]

Comments;

-
)

In the Properties panel, create the property that will contain the value that should be received from the
barcode reader. Use the following values for the fields:

* Name - Barcode

* Nodeld - ns=2;s=Demo.Static.Scalar.String (the value that can be retrieved from the OPC-UA server
and is used to reference the node being written to by the barcode reader)

* Type - string (should match the value type being written)

* Protocol Data Type - string (should also match the value type being written)

The values for Writable and Readable should depend on each machine, so let's leave them untouched.

% Create New Automation Driver Definition

@ CHANGESET — @) GENERALDATA —§) PROPERTIES

Properties + o Properties details
PROPERTIES *Name: | Barcode
:Z(Z?;ieDemu,Smt\(,Scalar,Strmg ‘ﬂ’ e ‘
* Nodeld: | ns=2;5=Demo.5tatic.5calar.String ‘ ®

*Type: | String - }

*Writable: @

* Readable: c
* Protocol data type: e String X | p ]

~

Comments:

=)

Moving forward to the Events panel, we will create an event that will be triggered when the value for the
Barcode property changes. Use these values:

* Name - OnBarcodeRead

e Event type - Subscription (so that the MES is notified every time the value changes)

e Enabled - True
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% Create New Automation Driver Definition

@ CHANGESET — ) GENERALDATA ——€) PROPERTIES —) EVENTS

Events + @ Event details

EVENTS * Name: | OnBarcodeRead |
OnBarcodeRead & Description: |
Nodeld ‘ ‘ ©)

enablec: (@D
Event type: | Subscription ‘ '} @
Publishing Interval (ms): | 1000 ‘ @
Life Time Count (ms]: | 2400 ‘ @
Max Keep Alive Count: | 10 ‘ ©)
Max Notifications Per Publish: ‘ 0 ‘ ©)
Priority: ‘ 10 ‘ ®
Server Node Id: ‘ ‘ ®

~

Comments

Now we shall define the actual items that we will subscribe to, in the Event Properties panel.

For the OnBarcodeRead event, add one new entry and select the Barcode property. Since no command will
be created in the scope of this tutorial, we can jump over the Commands and Command Parameters panels
and finish creating the Automation Driver Definition.

% Create New Automation Driver Definition

@ CHANGESET — ) GENERALDATA — ) PROPERTIES —) EVENTS ——@) EVENT PROPERTIES

Add properties to events + o T4 Event property details

OnBarcodeRead s Triggar:
1 of propertylies) > | Barcode il s Trigger: e @
Sampling Interval (ms): @
Discard Oldest: e @

Comments:

Creating the Automation Controller

We are now ready to design an Automation Controller that can give us the actual logic workflow that will
handle the received values from the barcode reading event and act on it accordingly. Let us create one
controller per each scope type (ConnectloT and Factory Automation) Navigating to the Business Data menu
again, create a new Automation Controller and use the following values:

* Name - Conveyor
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® Scope - ConnectloT

® Version - The one installed with the system

©® info

A Connect loT controller will be always active and perform the logic of a workflow as soon as it is triggered, while a
Factory Automation controller waits until it is being called through the use of Automation Jobs which are instances of
those same Factory Automation workflows and get called, execute their logic and when completed are no longer
used.

% Create New Automation Controller

@ SET ——#€) GENERAL DATA

Definition
51 Name: | Conveyor ‘
Description ‘
*Type: EE General ‘ - ]
Data Group: |4 ‘ - }
*5cope: | ConnectloT ‘ - ]
*Version: | 8.0.0-202010011 ‘ - ]
Entity Type: | [Z] Resource ‘ - ]
Comments: -~

In the next panel, select the Automation Driver Definition created above. We can also select other driver
definitions in order to enable connection to other machine types but in this case let's use the Conveyor
driver definition created above, calling it "OPC UA Server". We will also select a different color for the tasks
so that they can be easily distinguished in the workflow designer.
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% Create New Automation Controller

@ CHANGESET —€) GENERALDATA ——€) DRIVERS DEFINITIONS

Drivers Definitions + @ 7T L Driver Dewils

- OPCUA . y

* Conveyor i * Name: | OPC-UA |
* Driver Definition: | Conveyor.1 X ‘ p]

-

Driver definition info
Description
Type: 5= General
Protacel: & OPC-UAT

Entity Type: Resource

Comments: ~

Moving on to the Tasks panel, we can select any type of task package that is specified in the ConnectloT
metadata and that are available in the system according to the installation. In this case we only need the
Core package because all the tasks we require are located therein. We can now create the controller and
start designing the workflow.

A warning

A user can add further packages at a later date but a task package cannot be removed from a controller once it is
added, in order to avoid workflow inconsistency.

% Create New Automation Controller

€ CHANGESET — @) GENERALDATA — ) DRIVERS DEFINITIONS ——@ TASKS

Select Tasks Packages Selected Tasks (40)
PACKAGES ‘CORE TASKS £ Arithmetic Operation
s::g:g%nimmm” > | B Arithmetic Operation & Switch
[] oty e > e
D :Z?s(i]cl;! ;IIOHEIESEETJS; :‘5 > | 5] Store Data & Retrieve Data
D AiM :O!BE-I??#;Z.O:“ > | & Retrieve Data [ Expression Evaluator
D ’..: > | B8 Expression Evaluator B On System Event
D SEC_S/GEM TaSkSZ,‘. e > | E OnSystem Event E Log Message

B Log Message ® Timer
® Timer D Adjust State
/9 Adjust State % Execute Service Call
2 Execute Service Call W& Entity Instance
Comments: ~

Creating the Conveyor Workflow
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Once the Controller is created, the workflow designer is opened with the bare minimum task blocks
required to be able to connect to a machine. In high-level logical terms, what is shown is the following:

* When the workflow starts setting up in the On Equipment Setup block and runs the startup routine
(oninitialize), it will execute the Connect function to open the connection to a machine.

* When the driver enters into onSetup mode, it will be marked as a successful in the Equipment Setup
Result block.

© info

More information on the Create Setup Workflow page of the User Guide.

Let's now tell the workflow that we want to connect to a OPC-UA server. Opening the On Equipment Setup
block settings by pressing the three dots on top right hand corner of the block and navigating to the
Communication Parameters tab, we will specify the address of the OPC-UA server.

0 Info

For the purpose of this tutorial, we are using a local OPC-UA server to emulate the actual conveyor, provided by a
third party application. Any compatible OPC-UA server can be used.

[® On Equipment Setup Settings

GENERAL COMMUNICATION PARAMETERS

Communication Parameters Communication Parameter Value
address opc.tep://NB-PFOZLKYG:48010 Description: Address of OPC UA server
securityPolicy None Default: | opc.tcp://NB-PFOZLKYG:48010)
user
password
floatDecimalPlaces 0

Let us then confirm that we can receive the event sent by the conveyor. First, let's create a new page in the
Workflow to keep things nice and tidy. Press the + button and #' the new page, calling it "Barcode
Handler".
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% Edit page

*Name:

Barcode Handler

* Color -

Settings: i
“tasks": [],
"converters”: [1,
“links": [],
“layout™: {
“general™: {
“color”: null,
"notes”: []
b
“drawers”: {
"DIAGRAM™: {
“tasks": {},
"links": {},
"notes”: {}
}
}

Copy to clipboard

[ Download ]

~

In this new page, we will drag the On Equipment Event task tile from the right hand side Tasks panel to the
workflow canvas. You can search for any tile name using the search box. Editing the settings of the task, we
will add the Automation Event that we have configured in the Automation Driver Definition. Since it is the
only one we have configured, it will automatically populate the Output tab with the Barcode output value we
also configured before. Notice that the Auto Activate property is active, so whenever the value of the
property is changed, the controller task will be activated.

Comments

¥ On Equipment Event Settings

GENERAL OUTPUT

General

Name: | On Equipment Event ‘

Description

-

Driver.

Event
ture acrivate (@D
Al events: (@)

B onBarcodeRead X | p]

* Equipment Event:

*Working Mode: | AlwaysActive ‘

Close the wizard and notice that the Barcode field has been added to the task.
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So now let's actually do something with the data that we are receiving by adding a Log Message task and
write the value to a file. We will select that task, add it to the canvas and edit the settings:

* Mode - Multiplelnputs (to enable passing the received values)
® Custom Format - True

* Message Format - Received message ${bcr}

@ Log Message Settings

GEl

General

Log Message ‘

Name:

Description:

coer -

Logging Settings

Multiplelnpurs ‘ - }

Mode:
Custom Formar: (@)
Message Formar: [Received Barcode: '${acr)’ ®
Verbosity: | Error ‘ '}

Resetinguts on zcovace: (D)

OK

Saving the settings will allow linking both tasks through the Barcode property, which will automatically
generate an input in the Log Message task.

Log Message
$Barcode
» Novalue
string
Link here to add new
B No value

any

> Actlvate
any
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Creating the first Automation Manager

At this point we need to create an Automation Manager that will be a logical aggregator of the automation
instances available in the system. Going once more to the Business Data menu page and creating the
manager, let's use the following settings:

* Name - ConveyorManager0l

* Monitor and Manager - different versions can be used although for maximum compatibility we will
select matching versions

* Automation Manager ID - ConveyorManagerol (unique identifier)

¥ Create New Automation Manager

@ GENERAL DATA

Definition

>3 Name

ConveyarManager01

Description |

*Type: | 1= General

* Monitor Version | 8.0.0-202010011

* Manager Version | 8.0.0-202010011

|

|

B

- B
-]

-

|

* Automation Manager ID: | ConveyorManagerQ1

~

By default, the configuration is set to allow the Manager to run out of the box, populated from values
retrieved from the Configuration settings of the MES as well as from the actual Connect loT metadata.

# Automation Manager Configuration

¥ ConveyorManager01 (Unknown) ~

Comments:

"id": "ConveyorManager8l”,
“cache": "${temp}/ConnectIoT/Cache”, |
"hosthame": "localhost”,
"monitorApplication”: "${pwd}/monitor.js",
“repository”: {

"type": "Directory”,

"settings": {

"path": “I/ser‘ver‘/public/hepusitur‘y“

}
1
“storage”: {
"type": "Directory”,

"settings": {
"path”: "${temp}/ConnectIoT/Persistency”,
"retentionTime"”: "3ed"
}
b
“logging”: [
{

"type": “Console”,
"options™: {
“level™: “debug”,
"prettyPrint”: true

Set Configuration as Template || Reload Template Configuration

~

Cancel Save and Close

Comments:
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By pressing the Download button, we can get a compressed file with the entire configuration cloned from
the default manager but updated with our own configuration values, set when creating the
ConveyorManager0l Automation Manager.

ﬂ Info

By doing this, a new token will be created in the profile of the user that extracts it and will allow it to be able to run
the manager and associated workflows. For more information, see loT Runtime Components Configuration in the
Installation Guide.

& Automation Manager Package

& ConveyorManager01 (Unknown) ~

Aurthentication Source: SecurityPortal

@ Authenticate With Current User

O Select a Different User

User: | & CWFSU

~

The file will be downloaded and we can extract the file to a separate folder and we can run the manager by
going to the scripts folder and run the startConsole.bat file to start running the instance of Connect loT
through the Automation Manager we created before.

Comments:

A warning

If there are no certificates available to properly authenticate the Manager, see the Troubleshooting section of the
Connect |oT Installation page in the Installation Guide to solve the issue.
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B¥ CAWINDOWS\system32\cmd.exe — [m} b4

o
PR RRRREEDR PR

Connecting to the Manager

The next step involves telling the newly created Automation Manager what it is actually going to do. Let us
then go back to the Automation Controller page and press the Connect button, specifying a specific
Resource that we specified and using the Automation Manager we created above. Pressing Next will allow
the user to select which instance will be running for each separate machine. Keeping a one-to-one
relationship, let's select the same values as in the previous section and press Connect.

A Connect Automation Controller

@ ENTY —(3) AUTOMATION DRIVERS

i Conveyor.1 ~

Select entity and automation manager

[@ AshClean-101 x

agel | 43 ConveyorManager01 *

n
v
I

The Automation Manager will now download all the information for the entities, unpack them and will start
running everything needed to run automation. Once the connection is established, we can see the status
changing to communicating, indicating that the connection is active.
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B C\WINDOWS\system32\cmd.exe — O >

2020-10-25
2020-18-25
2020-18-25

2020-10-25
2020-10-25
2020-18-25
2028-18-25
2020-10-25
2020-10-25
2020-18-25
2028-18-25
2020-10-25
2020-10-25
2020-18-25
2028-18-25
2020-10-25
2020-10-25
2020-18-25
2028-18-25
2020-16-25
2020-10-25
2020-18-25
2028-18-25
2028-18-25
2020-10-25
2020-18-25

We can also confirm that the connection is running by navigating to the ConnectloT section of the
Automation menu entry.

@) ConnectloT

E = g3 DRIVER STATE: ALL ¥
# ConveyorManager01 o Conveyor < OPC-UA

8.0.0-202010011 8.0.0-202010011 8.0.0-202010011 [ OPC-UA

Monitor 8.0.0-202010011 AshClean-101 AshClean-101 / OPC-UA

To test the connectivity, we will simulate a value being read by the Barcode Reader in out OPC-UA test
client and change the property value to NewBarcodevalue. The value should be received by the Automation
Manager since it has subscribed to any changes in that specific property and you can see that the
logMessage entry from the LogMessage task being executed with the verbosity we specified, which in this
case was error. The connection between a OPC-UA data source and the Connect |oT is then successfully
established.

2020-10-25
2020-10-25
2020-10-25
2020-10-25

2020-10-25
2020-10-25
2020-10-25

Wwwwwww

At this point we are ready to prepare the system for Factory Automation by creating the driver that will
consume the data. We can now create an loT Event Definition that will simulate sending the event from
the machine that later on will be stored in the database for future consumption.

Creating the loT Event Definition

Let's create a new entity by going to Business Data and selecting the loT Event Definition tile. Let's start
with the following values:

* Name - OnConveyorBarcode

* Type - Factory Automation

Page 15 of 23


file:///app/site_online/tutorials/images/fa_022.png
file:///app/site_online/tutorials/images/fa_024.png
file:///app/site_online/tutorials/images/fa_023.png

% Create loT Event Definition

@ GENERAL DATA
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General Data

u Name:

OnConveyorBarcode

Description: |

*Type.

= FactoryAutomation

Data Group

4

Information

Time Ta Live (Days)

Comments:

Let's also add a property called Barcode

% Create loT Event Definition

@ GENERALDATA —@ PROPERTIES

of type String.

Cancel ‘ Bac

|

Properties
PROPERTIES TYPE
Barcode string (]
Comments;

Property Details

*Name: | Barcodd

Friendly Name

Description:

Mandatory: (@ )
Indexed (Searchable) @)

Data Type

String

Default Value

Min Length

Max Length ‘
\

Pattern:

A~

© info

For more information, see the Event Ingestion in Data Platform tutorial.

Now, to force our controller to actually send the event, let's post it every time the barcode is scanned.
Going to the Automation Controller page, we will add a new task called API Post Event that will do just
that. After dragging it to the canvas in the "Barcode Handler" page, we will edit the settings to select the

OnConveyorBarcode event definition we just created as the Event property.
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B API Post Event Settings

GENERAL INPUTS

General

Name: [ APIPost Event ‘

Description:

-

Settings

* Application Name: | MES ‘

&)

Event Time:

*Event: | B OnConveyorBarcode x‘ p]

We can now link the Barcode property of OnEquipmentEvent that will hold the scanned Barcode and link it

B AP Post Event H
applicaticnMName
[ MES
string
N . eventTime
B On Equipment Event H b ho value
" DateTime
ot applicable -3 rawvalues
AutomationEvent B No value
| any
ot applicable -3 Barcode
DateTime » No valLe
String
Mot applicable -3 Link here to add new
Object B No value
s any
Mot applicable » Activate Success
| SIing > any Boolean e
, Actvate Error o Error
any Olject Object =

Log Message i
Barcode

b Novaive

string
Link here to add new

& Novalue

any

Activate
any

So now, going back to our OPC-UA client, if we change the value for the barcode, the event should be
triggered and stored in the database.

© Info

By default, the events will be created in a database table called T_IoTEventQueue.

Creating a new Automation Driver Definition
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We will now create a new Automation Driver Definition that will form a logical bridge between the
protocols. Create one using a meaningful name and using the Factory Automation Automation Protocol

created above.

% Create New Automation Driver Definition

@ CHANGESET ——@) GENERAL DATA

Definition
Name: | Worker ‘
*Type: | im General ‘ - ]
Data Grous: [ B
* Automation Protocal: | 5 Factory Automation.1 x‘ p]
* Entity Type: | [E] Resource ‘ - ]

Comments:

Creating the second Automation Controller

Afterwards it is time to create the Automation Controller to actually consume and use the data. Create a
new one and use the following settings:

* Name - Worker

® Scope - ConnectloT

® Version - The one installed with the system

In the Drivers Definitions page, select the worker created above and name it Database. In the Tasks page,
select Core and Factory Automation tasks since we will need the Worker Manager task which is only
available in the Factory Automation package. Create the Automation Controller.

% Create New Automation Controller

@ CHANGESET — GENERALDATA ——E) DRIVERSDEFINITIONS ——@) TASKS

Select Tasks Packages

Selected Tasks (44)

PACKAGES

Core Tasks

v Version 8.0.0-202010011

Critical Manufacturing Tasks
Version 8.0.0-202010011

Factory Automation Tasks
Version 8.0.0-202010011

v

FACTORY AUTOMATION TASKS
3 Worker Manager

% Transport Command

% Create Job

= Job Action

& Arithmetic Operation

% Switch

5] Store Data

&) Retrieve Data

# Expression Evaluator

B On System Event

8 Log Message

Timer

D Adjust State

&% Execute Service Call

W Entity Instance

Comments:

~
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In this workflow, we must configure the connection to the event source (Kafka) and to the message broker

(RabbitMQ) in the On Equipment Setup task:

bootstrapServers
e kafkal:2092 kafka2-90%2, .

String

kafkaAurhenticationMeth...
1= Nane

String

kafkaUserMame

String

kafkaPassword

rabbitMQAddress
= amgp://rabbitmg:5672

String

rabbitMQUseClientCertifi__.
X Mo

Boolean

rabbitMQSecurityProtocal
B Plaintext

String
rabbitMQUserMName

String

rabbitMQPassword

Password

d55Wora

rabbitMQCertificatePem

String

rabbitMQKeyPem

String

rabbitMQCaPem

String

* bootstrapServers - This is a comma-separated list of host and port pairs that are the addresses of the
Kafka brokers in a "bootstrap" Kafka cluster that a Kafka client connects to initially to bootstrap itself

(kafka1:9092,kafka2:9092)

¢ kafkaAuthenticationMethod - Security protocol used (None, SASL_SSL Plain, SASL_Plain, mTLS)
¢ kafkaUserName - User name to login into Kafka
¢ kafkaPassword - Users password to login into Kafka

e kafkaCaPem - Kafka SSL CA Certificate
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¢ kafkaCertificatePem - Kafka SSL Certificate

¢ kafkaKeyPem - Kafka SSL Private Key

* rabbitMQAddress - RabbitMQ address (amqp(s)://[server]:[port])

¢ rabbitMQUserName - User name to login into RabbitMQ

¢ rabbitMQPassword - Users password to login into RabbitMQ

e rabbitMQCaPem - RabbitMQ SSL CA Certificate
¢ rabbitMQCertificatePem - RabbitMQ SSL Certificate
¢ rabbitMQKeyPem - RabbitMQ SSL Private Key
Saving these settings, we must now add a new Worker Manager task to the canvas. This task does not have

any configurable settings but it is essential for an instance to be placed in the workflow in order to enable
the proper retrieval and operation of the controller.

A Warning

Worker Manager should NOT be removed from the workflow otherwise it will not work properly.

Creating the second Automation Manager

We can now create a new Automation Manager to run this new Automation Controller. Let's call it
WorkerManager0l and use the same value for the Automation Manager ID. Now we will download the
manager and run it exactly like we did before, with the conveyorManagero1 Automation Manager. By
connecting via the Automation Controller to the running managers, we can easily scale the number of

instances in operation.

@ Connect laT

BE =
## ConveyorManager01 = Conveyor
£.0.0-202010011 £.0.0-202010011
Monitor §.0.0-202010011 AshClean-101
& WorkerManager01 o Worker
£.0.0-202010011 £.0.0-202010011
Monitor 8.0.0-202010011 Anneal-101

i Worker
8.0.0-202010011
Anneal-102

CONTROLLER STATE: ALL ™  DRIVER STATE: ALL ™

[ OPC-UA
8.0.0-202010011 / OPC-UA
AshClean-101  OPC-UA

| COMMUNICATING |

[*] Database
8.0.0-202010011 / Factory Automation
Anneal-101 7 Database

| COMMUNICATING |

| Database
8.0.0-202010011 / Factory Automation
Anneal-102 7 Database

0 Note

are not being adequately processed.

The need for a second Automation Manager (as well as a second Automation Controller) is meant to allow for an
easier scalability for a certain number of controllers in case we need to decouple in terms of network location as well
as the need to increase the number of instances currently running when a bottleneck situation occurs and the jobs

Creating the final Automation Controller
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Finally, we can create the Factory Automation workflow that will process the event. Going to the
Automation Controller section once again, we now create a new controller with the following values:
* Name - HandleConveyorTransport
® Scope - FactoryAutomation

e Timeout - 30 (seconds until the job is considered unresponsive)

% Create New Automation Controller

@ CHANGESET ——) GENERAL DATA

Definition

fh Name: | HandleConveyorTransport ‘
*Type: | 42 General ‘ -]

Data Group: |4 ‘ - }

*Scope: | FactoryAutomation ‘ - }

Timeour: (s} | 30

Cemments: -~

Since we changed the Scope to FactoryAutomation, instead of defining an event we will now be defining a
loT Event Definition. Select the onConveyorBarcode we created earlier.

% Create New Automation Controller

€ CHANGESET — ) GENERALDATA ——€) 10T EVENT DEFINITIONS

loT Event Definitions + @ T b o7 Event Details

- OnConveyorBarcode o *1oT Event Definiion: | @ OnConveyorBarcode x| p]

*

Event Filter: L

loT Event Definition Info
Description:
Type: 52 FactoryAutomation
10T Schema: 2= OnConveyorBarcode

Time to Live:

Comments: -~

In the Tasks page, the Core and Factory Automation are already pre-selected due to the scope of the
Automation Controller and cannot be unselected. Select Create to complete the process.

Since we already have the onConveyorBarcode event definition selected, the Barcode property will be
automatically added to the On Job Start task. Let us add some logging and a new Timer task to the canvas,
configuring a sleep period of 10 seconds before doing anything. Link the Success and Error outputs of the
Timer to the same inputs of the Job End task.
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® Timer Settings

General

Name: | Timer

Description

settings

AULO activate:

Timer Type: | Sleep

10000

Interval: {ms)

This last handler workflow will then look like this:

@ Onjob Start

Link here to odd new Raw
B
any any

Job 1d

string
Barcode

string
LIk from here 1o acid new © Timer

Interval
2y & 10,000

nteger

activate

>
Ly T~ Actvate
>

any

Wrapping up

So in terms of big picture, we have:

[E] Log Message

L3

message

any

Activate

any

timestamp
DateTime

success

@ Job End
Link here to add new
any

Success
L

Close “

Link from here to add new
B
any

* When a barcode is read, the event is sent from the OPC-UA client and picked up by the conveyor
controller, which logs a message to the console. That same controller posts an event to that connects to
the database and stores a job information for Factory Automation.

® The second controller picks up on those database jobs and creates a Factory Automation job.

* That job will be executed by a third controller of FactoryAutomation scope, that will again log the
message with the value of the Barcode received and finish after the timer expires.

A list of jobs and their current status can be seen in the Factory Automation view, accessible from the main
menu under Automation. If a job fails, that job can be restarted from this same page, using the buttons on

the top ribbon.
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0 Info

More information on the Factory Automation section of the User Guide.
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