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Open Data Protocol (OData)

This document will provide a quick guide for the configuration of an OData endpoint to easily retrieve MES

data that can be used for advanced analysis in external tools.

Overview

Open Data Protocol (OData) is an "open" application-level protocol for interacting with data via RESTful
APIs. It supports the description of data models, and the editing and querying of data according to those
models, in a simple and standard way.

OData is a widely accepted standard that is supported by Analytics tools such as Microsoft Excel, Microsoft
Power BI, Tableau, QlikvView among many others. To provide easy interoperability, and provide quick and
simple access to MES data, which can then be used for any sort of user advanced analysis (and

There are two ways to access OData endpoints:

® You can configure an OData endpoint in the MES and assign it to the user defined query in the Queries

section, which is located in the Low Code menu for easy access.

¢ With Data Platform you can access all Data Sets in MES from CDM, ODS, and DWH via OData endpoints.

which will then be used for authentication. For that, you should open your User page and go to the Access
Tokens section:

e & 0 [CH

& Services user (Treste

Access Tokens (0)

1 sz e EXRRATION BATE scoee srare

Select the Create button on the top ribbon, fill in a meaningful name (importantin case you need to
invalidate the token in future), set an expiration date, select Create and then copy the new token:
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Access Token

Access Token was created successfully.
Make sure you copy the access token now. You will not be able to see it again.

eyJhbGciOi)lUzl1 NilsinR5cCl61kpXVC]9_eylibGlibnR]ZCI61k 1 FUORIIFBIi

Close

A warning

This token will only appear once, so you must store it in a safe location for future use.

As already mentioned, there are two ways to access OData endpoints:

* Via the MES Queries section, which is located in the Low Code menu for easy access.

* Via the Data Platform built-in OData endpoints.

OData using MES Queries

Guide.

You can select the Endpoint button on the top ribbon in either the main Queries page or a specific Query
page and get the specific endpoint for the OData API:

H — — —_—
* © T V|8
Create Refresh Import Export Endpoint
£ Queries
QUERIES ]
All Queries 57 QUERY DESCRIPTION ENTITY TYPE
FOLDERS H CertificationManagedByMeQuery Certification
chartByTypeOrParameter Chart
ol Queries yive
GetAllMarerialTransfers Retrieves all MaterialTransfers in the syst.. MaterialTransfer
GetAreaByFacility Area
GetCertificationEmployeeQuery EmployeeCertification
GetDurablesForResourceViewQuery ResourceDurable
GetEmployeeForCertificationQuery EmployeeCertification
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Refresh Export Setings Delete Generate  Execute Endpaint More

,CE GetExperimentsQuery

> FILTERS (0)

~ RESULTS(2)

L nave DESCRIFTION L EXPERIMENTDERNITION I MATERIAL STARTDATE
E1-000000001 E1 LoT1 09/24/2020 02:36 PM
E2-000000001 E2 LOT2 09/24/2020 02:39 PM

In either situation, a new wizard will open with an option to copy the endpoint URL, which you will use
when configuring access on the external tool:

OData

OData Endpoint
Please make sure you have a valid Access Token for Authentication.

https://VM-PROD-Cl.cmf.criticalmanufacturing.com:10102/api/

Close

OData using Data Platform

This is a native feature of the Data Platform that allows you to access all Data Sets in MES from CDM, ODS,

https://<host url>/datamanager/odata.
The Data Sets are organized into several folders namely:

* Apps
e CDM

® |oTEvents

® UserDefined
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Metadata ~
‘m /datamanager/odata/$metadata v.‘
‘ /datamanager/odata/CDM/$metadata v ‘
‘ /datamanager/odzta/ToTEvents/$metadata v‘
‘ m /datamanager/odata/UserDefined,/$metadata v ‘
‘ /datamanager/odata/Apps/$metadata v‘
‘m /datamanager/odata/ODS/$metadata v.‘
‘ /datamanager/odata/DiiH/$metadata v‘

‘m /datamanager/odata v‘
‘ /datamanager/odata/CDM v‘
‘ /datamanager/odata/IoTEvents v‘
‘m /datamanager/odata/UserDefined v.‘
‘ /datamanager/odata/Apps v‘
‘m /datamanager/odata/0DS v‘
‘ /datamanager/odata/DiiH v‘

Schemas ~

o Info

Step 2 is identical for both OData approaches. Just choose the OData endpoint you want to connect during basic
authentication.

For more information on Data Manager API, see the following documentation: https://<host

url>/datamanager/swagger/index.html

Step 2: External Tool Configuration

Using Microsoft Excel as an example, and to open the OData dataset, the steps are as follows:

1. Use the Get Data functionality from the Data menu, as shown in the image below, and select the From
OData Feed option in the From Other Sources submenu:
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X
OData feed
® Basic Advanced
URL
https:J‘NM‘PRODACI‘cmf.criticaImanufacturing‘com:‘l0102!ap\'fodat4
ﬂ Info
If this redirection does not happen or if the system throws an error, see the Credentials Cleanup section.
OData feed X

Anonymous B https://vm-prod-ci.cmf.criticalmanufacturing.com:10...

Use anonymous access for this OData feed.

Windows

Select which level to apply these settings to

Basic https://vm-prod-ci.cmf.criticalmanufacturing.com: 10102/ -

Web API

Organizational account

Back Cance

3. Select the Basic option on the left side panel and paste your Access Token in the Password field and
select Connect (you can leave the User name field empty):

a L
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4. If the access token is valid, the Navigator View should open and provide a list of all the available
Queries:
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Navigator

A GetExperimentsQuery &

Select multiple items Id Name Description StartDate Syst
Display Options B 2,00924E+18 | E1-000000001 nul 24-09-2020 13:36:34 +01:00
2,00924E+18 E2-000000001 null 24-09-2020 13:39:35 +01:00

Afﬁ https://VM-PROD-Cl.cmf.criticalmanufacturi... A

i
i
|
]
B
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|
|
|
|
B
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B
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|
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CertificationManagedByMeQuery
chartByTypeOrParameter
GetAllMatenalTransfers

GetAreaByFacility
GetCertificationEmployeeQuery
GetDurablesForResourceViewQuery
GetEmployeeForCertificationQuery
GetExperimentsQuery
GetlLoadPortsForResourceView
GetMaterialsForResourceByStateForResour...
GetProductByStepAndProductGroup
GetProductByStepAndProductGroupAndPr...
GetProductGroupByStep
GetProductionOrders

GetResourceByArea
GetResourceByAreaAndResourceType
GetResourceConsumablePortsForResource...

v
GetResourceDurablesForResourceView < >

load |~ Transform Data Cancel

5. A sneak preview of the output data for each query is shown, allowing you to select the queries that
should be imported. After selecting Load, the data will be imported:

A [ < o [ ] (3 " i« ) .
1 [- P emsta ot bl Expersmentne! n perime I 3 cmt_hiani_ExpermentDetiniontustsiop o E Queries & Connections -
240938018 £1-C00005001 20092600 13:36 1 240940438 £1 2409+ LE Wet Bench

Quueries | Comnestiom:

200928418 £2-000000001 26092020 13:79 1 200948418 £2 2A09ME+18 Ash Clean

sy

0] GetExparimantsQuery L
Zrows oaded.

are required to correctly configure the OData feed.

On parameterized MES Queries, parameters are seen in the Excel navigator as $varname. In the example

Navigator

| Get x| GetAreaByFacility
[ Select multiple items SArea_Facility 1d Name
Display Options ~ [2 nuil null null

B GetAreaByFacility ~
B GetCertificationEmployeeQuery
[ GetCookies
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As expected, a query that includes a mandatory parameter without a default value defined will return no
data. We will walk though this example to illustrate how to properly configure the OData feed. Additional

functionalities such as filtering, ordering, and paging are also supported when using the advanced query
options.

First, you need to know what sort of parameter $Area_Facility represents. In this case we can use the MES
Ul to try to run the same MES Query:

% Query Parameters

itself will pass the Id of the Facility to the Query engine. This, however, is not a rule and depends on how
the MES Query is defined.

For this example, the target Facility for which you want to retrieve existing Areas is called Cookie Factory. At
this moment, the Id of the Cookie Factory Facility most likely is still unknown but can be consulted in the
MES Ul by simply opening the target Facility and copying from the Info section:

M Cookie Factory (Active)

~ DETAILS

Facility Information

Name: Cookie Factory @ Disp

. Description: Cookie Factory Facility @ e %Siancla'd
. INFO .

= Cookie Production < No
1D:

Created by

€ No

® B emfe
= CMRemfsu

Created on:

Now that the parameter value is known, you can select the GetAreasByFacility entity in the Navigator view
and select Transform Data:
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Navigator

| Get x| GetAreaByFacility 2

] Select multiple items

SArea_Facility Id Name
Display Options ~ D‘; null null null

a

GetAreaByFacility ~
GetCertificationEmployeeQuery
GetCookies

GetDurablesForResourceViewQuery

Ooaoan

GetEmployeeForCertificationQuery

i}

GetExperimentsQuery
Search results are limited to already expanded items

Select Related Tables load |~ Transform Data Cance

The Power Query editor should open, and you should select the Advanced Editor button:

| %2~ = | GetAreaByFacility - Power Query Editor

Home Transform Add Column View

,-)’__fj| D [:2 Properties L Y, Eex 2| i % Data Type: Text ~
= = T Advanced Editor X =l [ ™ use First Row as Headers *
Close & Refresh Choose  Remove Keep Remove Split Group 1

Load~  Preview~ L] Manage v Columns = Columns~ Rows~ Rows~ Column~ By »Replace Values

Close Query Manage Columns Reduce Rows  Sort Transform

> ‘ fr ‘ = Source{[Name="GetAreaByFacility",Signature="table"]}[Data]

2 || [, | A8 sArea_Facility (~]/1%5 1d [~ A8 Name -]

L

03- 1 null null null

Now you should replace the existing code by:
OData.Feed("<ODataURL>/<QueryName>?$filter=$VarName Eq 'value'", null, [ Implementation="2.0"])

Using the current example this line would be:

OData.Feed("<http://VM-PROD-CI.cmf.criticalmanufacturing.com:10082/api/odata/GetAreaByFacility>?
$filter=$Area_Facility Eq '2006291529520000006'", null, [ Implementation="2.0"])

3] Advanced Editor

GetAreaByFacility

Display Options ~ o

OData.Feed("http://VM-PROD-CI.cmf.criticalmanufacturing. com:18082/api/odata/GetAreaByFacility?4filter=8Area_Facility Eq
' 2006291529520909206' ", null, [ Implementation="2.8"])

Select Done and you should be able to see the expected results:
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In case of error, check whether the parameter is numeric or string. If it is numeric, you should set the filter
as:

$filter=$Area_Facility Eq 2006291529520000006” instead of “$filter=$Area_Facility Eq
'2006291529520000006'

You can also apply additional conditions like filtering, sorting and pagination. Except for OData Functions,
all other conditions should be supported.

Filtering

Filtering by complex expression with AND / OR and selecting “Name” (Id is returned as null). Expression:

$filter=$Area_Facility Eq '2006291529520000006' AND Name ge 'Cookie' AND (Id Eq 1907180027250000002 OR
Id Ne 1907180027250000002 )&Sselect=Name:

fr || = obata.Feea{ ntip: /. -PROD-CT cmt , criticalmanufacturing, com: 16682/ap]/odaka/GetAreabyFaci 1ity 8¢ ilter~Sarea_Focility Eq '2006291529520000006"
1907180027250060002 OR Id Ne 1907180927250000002 )8fsclect=iame®, null, [ Implementation="2.8°])

Name ge “Cookie AND (10 Eg

Queries

:EI- [, sarea_saciity =12 10

1 | 2006291529520000006
2 |2006291529520000006
3 |2006281529520000006
4 |2006291529520000006
|5 |2006291529520000006
& |2006291529520000006
7 | 2006291529520000006
8 | 2006291529520000006
9 |2006201528520000006
|10 |2006291529520000006
11 | 2006291529520000006
12 | 2006291$29520000006
| 13 | 2006291529520000006
|14 | 2006291529520000006
|15 | 2006291529520000006
|16 |2006291529520000006
17 | 2006291529520000006
| 18 |200628152852000000¢
19 | 2006291528520000006
|20 | 2006291529520000006

Ordering

Ordering by Name ascending, Id descending and retrieving the top 5 rows after skipping 5 rows. Expression:

$filter=$Area_Facility Eq '2006291529520000006'&S$Sorderby=Name asc, Id desc&$top=5&S$Skip=5:
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fr || = obate.Feed{ nttp: //V-PROO-CL.cnf .criticalsanufacturing. con: 10082/ a0l (ocats/GetAreaByF acility?SFilterssaren_Facility Eq '2006291529520000006 Sorderbyshame asc, Id deschStopsSESSkipss™, A |
null, [ Inplementations*2.87])

a

1. 4B SArea_Facility =iy 1l * || 2B, Name
1 |2006291529520000006 2

2 |20
3

4

5

91528520000006
2006231528520000006
2006291529520000006

2006291529520000006

Credentials Cleanup

If the system hangs when connecting to the OData feed, clearing the database credentials should solve the
problem:

File Home Insert Page Layout Formulas Data Query Review View H
B0k E L O | po=—m—m
EI @ — @ B o Properties @
Get From From From Table/ Recent Existing Refresh Stocks
Data ~ Text/CSV Web Range Sources Connections All ~ [h‘ Edit Links
1 Queries & Connections C
From File >
- 3 f.‘t
[y
[ From Database >
=m From Azure 2
L mm

_H From Online Services >

:Igl From Other Sources M l-ription B startDate systemsState B emf html_Experi
24-09-2020 13:36 1

% Combine Queries > 24-09-2020 13:35 1
—>

@ Launch Power Query Editor...
[% Data Source Settings...
Query Options

|

Use the Get Data functionality from the Data menu, as shown in the image above, and select the Data
Source Settings option. In the following screen, select the endpoint causing the issue and select Clear
permissions. Select Delete in the next dialog to confirm the operation and repeat the connection
configuration:
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Data source settings
Manage settings for the data sources used in queries.

(@ Data sources in current workbook (O Global permissions

| Search data source settings | El

=5 https://vm-prod-ci.cmf.critica...ufacturing.com: 10102/api/odata

Clear Permissions

Are you sure you want to clear permissions for this entry? If you clear
it you will have no way of getting it back.

Delete Cancel

Change Source... Edit Permissions... Clear Permissions | ~
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