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Real-Time Shop-Floor Insights with UNS and MQTT

Overview

Manufacturing experts understand processes, while technical experts understand data structures.
Bridging this gap is crucial to turning raw data into actionable insights. To achieve this, Critical
Manufacturing developed a Canonical Data Model (CDM) anchored in the ISA-95 standard. The CDM acts as
a universal translator, aligning complex technical systems with real business needs.

ISA-95 provides the common terminology and hierarchical structure - enterprise, site, area, work center,
and work unit - that manufacturing professionals already recognize. Building on this, the CDM shifts from a
static, table-based approach to an event-driven model. Instead of fragmented technical entities, data is
expressed as meaningful events - covering materials, resources, production, maintenance, and calendars -
each event self-contained and carrying its full context.

This design delivers two key outcomes:

¢ Real-time visibility - operational dashboards update instantly as events occur, enabling immediate
insights into production performance.

* Cross-plant comparability - standardized event structures allow benchmarking across facilities with
different underlying systems.

The CDM also integrates with Unified Namespace (UNS) architectures. UNS replaces fragile point-to-point
integrations with a centralized, hierarchical information model that becomes the single source of truth.
Built on a Publish/Subscribe messaging pattern - commonly implemented with MQTT (Message Queuing
Telemetry Transport) - UNS enables systems to publish data to standardized topics and consume only what
they need, creating a flexible, event-driven communication layer.

In this tutorial, we will show you how to configure your MES to use CDM events and UNS, providing real-

time insights into your shop-floor operations.

Preconditions

When installing the MES environment:

® The loT Data Platform Advanced module must be installed and available.

® The MES Analytics feature must be enabled.

® Light CDM Events must be enabled.

®* The UNS must be enabled and the MQTT broker must be properly configured.

* The UNS Export Integration business scenario must be configured.
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@® Note

enabled. However, it becomes functional only if Light CDM Events are enabled and the UNS with its MQTT broker is
properly configured.

Automation Business
X v A
B cenario H o =
I )
+ ¢ e
Create Refresh  Synchroni.
£, Automation Business Scenario
STATE: ACTIVE ¥ 0 Nome ‘ ‘p Package ‘ ‘ £ version ‘ ‘}3 Scopes
Automation Business Scenario (4) m
NAME SCOPES PACKAGE
File Raw Integration Automation, AutomationController, AutomationControllerList @criticalmanufacturing/connect-iot-business-scenarit
Manager Mass Deploy Entity/AutomationManager @criticalmanufacturing/connect-iot- business-scenari
State Model Integration AutomationController @criticalmanufacturing/connect-iot-business-scenaris
UNS Export Integration Automation, AutomationController, AutomationControllerList, LandingPage/DataPlatform, DataPlatformyIoTEventDefinitions

Steps to Implement Real-Time Insights

Enable Light CDM Events and UNS

CDM Events are the foundation of the Critical Manufacturing MES data strategy. Instead of relying on static

database tables, CDM represents manufacturing activity as standardized, event-driven messages.
These events are continuously generated and distributed:
® The HouseKeeper service produces CDM events based on replication events and publishes them to

Kafka.

* CDM events serve as the single source of data for reports and dashboards created with Grafana,
Stimulsoft Reports, and CubeJS.

* When configured, CDM events can trigger automated workflows in the Data Platform.
Light CDM Events are a simplified variant, designed for real-time performance by including only the

essential event properties. They provide a balance between efficiency and completeness, making them
particularly well-suited for UNS integration.

To enable Light CDM Events and UNS:

1. Follow the steps in the Installation guide.
2. In the same section, enable the UNS container deployment.

3. Configure the MQTT broker connection.

Adding Additional Properties to Light Events

Critical Manufacturing MES ships with several CDM Events. Among them, only three have the Has Light

Variant property enabled:

* Material Operations
® Resource State Change

® Post Data Collection

For these events, the properties included in the light variant are documented in the MES Canonical Event

Definition [&1. If you need additional data beyond the default set, you can enrich light events by enabling
extra properties.
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To add an additional property to a CDM event, you should:

1. Navigate to Administration > Entity Type.

2. Select the relevant Entity Type (for example, Resource).

3. Open the Properties tab and choose the Manage button.
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4. Locate the desired property (for example, CostPerHour ) and enable the Is To Enrich CDM toggle.

% Manage Entity Type Properties (6]

B Resource (Active) / Resource Object

Properties

=

CanProcessinNonWorkingTime (System)

CheckedinEmployeesCount (System)

ConsumableFeedPositions (System)

ConsumableFeedPositionSize (System)

ConsumableFeedType (system)

ContainsDurableLibrary (System)

CostPertour (System)

CostPerUnit (System)

CreatedBy (System)

CreatedOn (System)

Criticality (System)

CurrentBOM (Svstem)

Comments:

5. Select Update.

Enabled: v Yes

Content

Reference Type: None

Scalar Type: Decimal

size: 18

Decimal Places: 8

Default Value:

o

Array: X No
Editable On Clone: X No

Flags
Indexed: X No
Mandatory: v Yes
Reportable: v Yes

History Enabled: v Yes

sToenrichcom: (@D

~

~

6. Select the Generate on the top ribbon, then select Generate again on the wizard that appears so the

system will regenerate the schema so that the property is included in event generation.

% Generate Entity Type Schema [6)

B Resource (Active) / Resource Object

Description: Resource Object

The database schema for the entity type will be created or updated by this operation.

After this operation, any Light Business Object (LBO) library needs to be regenerated and any custom GUIs that refers to this Entity Type need to be recompiled.

Comments;

Using Cortex to Create Automation Controller

~

~

Cancel Generate

When creating an Automation Business Scenario, the first step is to select a scope. The scope determines

which pages the Cortex chatbot can access for that business scenario.

For the UNS Export Integration business scenario, one of the available scopes is
LandingPage/DataPlatform. TO proceed:
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1. Navigate to the Data Platform menu entry.

2. Open the Activity Center and select the Chatbot tab.

K Administration
Low Code
Business Data
Manufacturing

Maintenance

@ Quality

Planning and Logistics

Business Intelligence
® Automation

Data Platform

Apps

% Data Platform X v M o B (A

Administration

2 S +

Data Cube Explorer  Ask Al Analytics
Orchestrator

Events

o Event IoT Schema Data Platform
Definitions Workflows
Data
=
—
Data Manager Data sets

Machine Learning

@

ML Model

Asset Management

ann
4 \Vel

AssetDirectory | Asset Browser

4 58 8 RN 2 a

Welcome to Cortex.Please type something
execute e g: "Put Material on Hold" or select
‘one of the automation business scenarios

Here are some common operations:
-2 Dispatch Material
Il Hold Material

Here are some Business Scenarios to execute:

NS Exportintegration X v | >

I

©
\

In the chatbot, you can access the business scenarios available for the current page. In this case, select the
UNS Export Integration business scenario and confirm your choice with the > icon.

0 Note

If the chatbot was already open in another scope, you may need to select Restart after switching to a Data Platform
scope to ensure the UNS Export Integration businessscenario isloaded correctly.

Next, the system prompts you to provide a name for the new Automation Controller. Choose a clear,

descriptive name that reflects its purpose. For this tutorial, we will use Test-o01.
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Welcome to Cortex. Please type something to
execute e.g: "Put Material on Hold" or select
one of the automation business scenarios

Here are some common operations:
- Track-In Material
+= Dispatch Material
Il Hold Material
1 Change Resource State
2 Release Production Order

€ Cancel Production Order

Here are some Business Scenarios to execute:

UNS Export Integration v | >

Hello, what is your Integration Name?

UNS Export Integration

Test-01
Please select an loT Event Definition to export
data to UNS:
| B to7 Event Defi A 2>
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The system then asks you to select an IoT Event Definition. Only definitions with Has Light Variant enabled

are displayed, as shown in the image below.

A B A 29 @

Welcome to Cortex. Please type something to
execurte e.g: "Put Material on Hold" or select
one of the automation business scenarios

Here are some common operations:
— Track-In Material
-= Dispatch Material
Il Hold Material
I Change Resource State
£ Release Production Order

@ Cancel Production Order

Here are some Business SCenarios to execute:

UNS Export Integration v | >

Hello, what is your Integration Name?
ResourceStateChange

MaterialOperations

PostDataCollection

UNS Export Integration

01

A Lf|>

You may select more than one |oT Event Definition, and the system will guide you through this selection. In

this tutorial, we chose the ResourceStateChange and the MaterialOperations.
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+= Dispatch Material

Il Hold Material

1 Change Resource State

2 Release Production Order
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Here are some Business Scenarios to execute:

UNS Export Integration v | >

UNS Export Integration

Hello, what is your Integration Name?

Test-01

Please select an IoT Event Definition to export
data to UNS:

[% MaterialOperations

Do you wish to export data from more loT
Event Definitions?

Yes| X v [

Selecting ResourceStateChange

4 8 3 0 9 &

§ UL SUICLL I LY LA UL LU AU

data to UNS:

[% MaterialOperations

Do you wish to export data from more loT
Event Definitions?

Please select an loT Event Definition to export
data to UNS:

[4 ResourceStateChange

Do you wish to export data from more loT
Event Definitions?

No

I have now all the information needed,
thanks!

In the next step, I'll create a new Master Data
package, where you can test it, deploy it and
even download it to reuse in the future on this
or another system.

Can | proceed?

‘Yes xv|>
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When you have selected the desired IoT Event Definitions, select No when prompted to add more IoT Event
Definitions. The system then confirms if it should create the Master Data Package. Choose ves.
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[% ResourceStateChange

Do you wish to export data from more loT
Event Definitions?

| have now all the information needed,
thanks!

In the next step, I'l create a new Master Data
package, where you can test it, deploy it and
even download it to reuse in the future on this
or another system.

Can | proceed?

ﬁ Automation_Business_Scenario_Master.__

You reached the end of the selected
automation business scenario.

Here are some Business Scenarios to execute:

UNS Export Integration X « | »

[ Type something >

Once created, the system sends the Master Data Package and you can access it directly from the link
provided.

Sending Data to MQTT Broker

The next step is to load the master data package created. To do so, on the top ribbon, select Run and then
Load.

‘Automation_Business_
1_E _ A
C B G enario, Masterdata - ®m o B
~ > A
c ¢ > - H .
Refresh Edit Run More Views

& Auromation_Busin, 22 3_07230804-0027-4555-89d8- cfeal59aded3 (Active)
Validate
~ DETAILS DETAILS

Master Data Package Master Data Execution Details OBJECTS

Name: Automation_Business_Scenario M (1) File: Automation_Business_Scena. @ Operation
E asterdara_d7e3p804-0027-4555-
89d8-cfea0soadeds Result

ATTACHMENTS

Description: D
Type: i= Generic Duration: -
Universal State: Active

System State: Not Processing

Then, select the AutomationController object and select the Load button. Once the load is complete, the
system displays a success message.

Loading Master Data Package
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P Load Master Data Package ©)
#ll Automation_Business_Scenario_Masterdata_48983d9b-f0a6-4745-88ba-867da499cd35 (NotProcessing) ~
‘,O JE— ‘ Selected Objects (1)
. AutomationController
Objects (1) / All ltems Selected  Clear Selection m ¢ &
Dynamichodel
OBJECT DESCRIPTION MODEL TYPE
AutomationController Represents the automation controller which consists .. Dynamic Model
ROWs per Page:25 v Page 10f 1
(1 Records)
successful Loading ~
Automation_Business
L L A
( a Scenario_Masterdata... = v ji p n
~ > A
(ST 4 » - H ©] -
Refiesh  Ear Run More Views

@ Automation_Business_Scenario_Masterdata_48983d9b-f0a6-4f45-88ba-867da499cd35 (Active)

Objects (1/1) @ AutomationController (s few seccnds azo | 2s)
Creation of Master Data has completed
AutomationController NI ENEEED Loading objects of type AutomationController.
1 created | 0 updated | Oskipped 2

If you navigate to the Data Platform Workflows entity under the Data Platform menu, you will see the
object created with the Master Data Package.

(& Automation Controller X

- ®m o B (A
= — :
¥ 8 T T- 0 i
New Refresh  Import Export Mass More
=

£ Automation Controller
DEFAULT QUERY  ~ REVISION STATE: DEFAULT » | O Search

m i
i NAME DESCRIPTION REVISION STATE

UNIVERSAL STATE
Test-01 Controller [A]

Created by UNS Export Integration automation business sce.. Default Effective

After the Master Data Package is loaded, the Automation Controller (Test-01 Controller) is ready to
execute its workflow. The workflow follows three main steps:

* Trigger on job execution - starts automatically when a configured job begins execution.
* Execute custom code - passes the raw CDM event and transforms it into a valid MQTT topic.

* Send to MQTT - publishes the event using the uUnsExportIntegration.SendToMgtt action, which forwards
the payload to a distributed listener connected to the MQTT broker.
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;h Test-01 Controller [A2] A (Default) » 2 (Effective) +

TASKS WORKFLOWS (1)

£ search

SORT BY: NAME ~

~~  FACTORY AUTOMATION (7)

Actions
Z %\
Create Job Distributed Distributed
Message... Message...
Job Action
Triggers
# =]
Abort Distributed Cn Abart
Request Message.

v SYSTEM/MES (10)

Actions
o i
Adjust State API Post Create
Event netification
] F S

Setup *
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@ When the job start execution ‘

Execute custom code in the workflow ‘

# Senda  UnsExportintegration.SendToMqtt J request to a distributed listener

R
N

i
EL

To confirm that events are reaching the broker, connect with an MQTT client such as MQTT Explorer. Use
the same host address and credentials configured during the MES environment installation.

4+ Connections

mgtt.eclipse.org

test. mosquitto.org
dataplatformcicddev

MQTT Connection

matt://vm-dp-ch-01

Name

dataplatformcicddev Validate certificate Encryption (tls)

Protocal Host Port

matt// - vm-dp-ch-01 1883

Usemame Password

mosuser susassnrene Q
DELETE 'i QADVANCED BSAVE Q)CONNEGT

Perform a material operation or a resource state change - the two event types subscribed in this example.
For instance, if the state of Baker-01 changes from Standby to Productive, the update is propagated to the
MQTT broker within seconds.

MQTT Before
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= MQTT Explorer Q

(1] DISCONNECT & e
s)
Value ~
Publish ~
Top
raw  xml json
= PUBLISH
0O 0 ® = (D]
Qs 0 v [J retain
» History
Stats N
MQTT After
MQTT Explorer (1] DISCONNECT & e
Topic B W

¥ Defaultsite

¥ Cookie-Manufacturing Defauttenterprise f§f Detaunsite J§f Cookie-Manufacturing [ Baker-01 [§ Resourcestatechange

v Baker-01

Valve B

Qos:0
12/15/2025 12:02:04 PM
‘ |
“Header™: {
3 ": "2512150000020001726",
2-15T12:01:50.3732",

+ "2025.12-15T12:01:45.1502"

» tistory @

Publish

D faultSite/Cooki

x

aw  xml o json

o O @

All CDM events published through the UNS Export Integration follow this topic pattern:

Enterprise/Site/Area/Resource/Event . Each level of the topic represents a node in the manufacturing
hierarchy and is derived from the ISA-95-aligned CDM model.

Although ISA-95 terminology is used as the foundation, it is important to understand how Critical
Manufacturing MES entities map to the UNS structure, especially because MES nomenclature does not
always match ISA-95 one-to-one. The table below summarizes how each UNS level is populated:

UNS Level CDM / MES Notes
Source
Enterprise Enterprise

If no Enterprise is associated, DefaultEnterprise isused.
entity
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UNS Level CDM / MES Notes
Source

Site Site entity If no Site is associated, pefaultSite is used.

Area Area entity Represents the logical production area.

Resource Resource Typically maps to what ISA-95 refers to as a Work Center, depending on how
entity resources are modeled in the MES.

Event CDM Event For example, ResourceStateChange Or MaterialOperations.
Type

Table: Mapping CDM Entities to UNS Levels

When the state of the resource Baker-01 changes from Standby to Productive, a ResourceStateChange
event is published to the corresponding UNS topic, following this structure:
DefaultEnterprise/DefaultSite/Cookie Manufacturing/Baker-01/ResourceStateChange. And the MQTT broker
receives the following JSON payload:

"Header": {
"CorrelationId": "2512150000020002115",
"DateTime": "2025-12-15T14:35:55.593Z2",
"Application": "CDMBuilder",
"Service": "ComplexLogResourceEvent",
"Operation": "LogEvent",
"CDMVersion": "11.2.0",
"StartDateTime": "2025-12-15T14:35:55.390Z"

}}
"Enterprise": {
I|UIDI|: ll_lH’
"Name': "" s
"AdditionalProperties": null
}}
"Site": {
I|UIDI|: ll_lH’
"Name': "" s
"AdditionalProperties": null
}}

"Facility": {
"UID": "2512051538210000002",

"Name": "Cookie Factory",
"AdditionalProperties": null

})

"Area": {
"UID": "2512051538210000001",
"Name": "Cookie Manufacturing",
"Type'": "Cookie Production",
"AdditionalProperties": null

})

"Resource": {
"UID": "2512051538210000011",
"Name": "Baker-01",
"ResourceType": "General",
"Model": "General",
"Description": "Baker-01 Resource",
"UniversalState": "Active",
"Type'": "Standard",
"ParentResources": [],
"OpenCorrectiveMAOsCount": 0,
"Lanes": [],
"Manufacturer": "General",
"Class": "Process",
"SystemState": "Up",
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"StateNames": [
"Basic",
"SEMI-E10"
1,
"StateValues": [
"Up",
"Productive"
1,
"SEMIE10State": "Productive",
"CreatedOn'": "2025-12-05T15:42:50.163Z",
"CreatedBy'": "2512051535120000002",
"ModifiedOn": '"2025-12-15T14:35:55.413Z2",
"ModifiedBy": "2512051535120000001",
"ControlState": "Off-Line",
"AdditionalProperties": null
1
"Previous": {
"Resource": {
"SystemState": "Up",
"StateNames": [
"Basic",
"SEMI-E10"
1,
"StateValues": [
"Up",
"Standby"
1,
"SEMIE10State": "Standby",
"LastModifiedOn": '"2025-12-15T14:34:58.8832",
"LastModifiedBy": "2512051535120000001",
"AdditionalProperties": null
1
"Area": {
"UID": "2512051538210000001",
"Name": "Cookie Manufacturing",
"Type'": "Cookie Production",
"AdditionalProperties": null

If the state of Baker-o01 is later changed from Productive back to Standby, a new eventis published to the
same topic. MQTT clients such as MQTT Explorer visually highlight the differences between consecutive
messages, as shown below.

=  MQTT Explorer Q (1] DISCONNECT & e

v vm-dp-ch-01
»SSYS (51 topics, 2176 messages)
v DefaultEnterprise

v Defaultsite
v Cookie-Manufacturing

¥ Baker-01 perautenterprise l{ Derautste Jf cooke-vanutacturng lf saker-1 Jf Resourcesatechange

Topic & W ~

Value & ~

<O =

Qos: 0
12/15/2025 2:51:26 PM

2025-12-15T14: 35155, 3902"

= "StartoateTine
+  "StartDateTime": "2025-12-15T14:51:21.0002"
) Comparing with previous message: + 9 lines, - 9 lines
¥ History
12/15/2025 2:51:28 PM. ®
{"Header": {"CorrelationTd": 2512150000 1527, "DateTime": "2025-12-15T14: 51: 25.8332", "Applic
12/15/2025 2:35:56 PM{(-15 54 minutes) ®
{"Header": {"Correlationld": 25121500 115", "DateTime": "2025-12-15T14: 35:55.5932", "Applic
Publish ~
Topic
D DefaulSite/Cooki hang x
raw xml o json
= re—
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So, in the Value section of the MQTT broker shown in the image above, the payload includes both the
current state (highlighted in green) and the previous state (highlighted in red). This allows consumers to
detect changes without maintaining local state, while each topic continues to receive new messages as
events occur on the shop floor.

The History view in the MQTT broker confirms that all events are retained and ordered, providing:

® Full traceability of shop-floor changes.
® Real-time visibility across systems.

* Areliable event stream for downstream consumers.

This confirms that CDM events are successfully published through the UNS into the MQTT broker, enabling
scalable, real-time insights across the shop floor.
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