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Overview

HTTP reaches a controller through two drivers, one for each direction:

Driver Direction What the driver definition holds
REST Client The controller calls Commands only: each command is one request
an HTTP API (path, method, and where each parameter goes).

Thereply is the response body

REST Another system Events and properties: each event is one
Server calls the controller endpoint, and its properties read parts of the
request. The package ships the reply command

A REST Client cannot be called, and a REST Server cannot call: a controller that is
asked and must ask someone else uses both, as two drivers of one controller.
Neither driver reaches MES; for that, use the tasks for MES shown in Connect loT -

In this tutorial, you build a track-in gateway. A line gateway posts POST /gateway/lot-
start/<lot> and waits. The controller holds the request, asks a scheduling system
GET /v2/lot-tracking/<lot>?detail=summary, and answers the gateway with the
scheduling system's reply, or with 562 when the scheduling system cannot be
reached. The tutorial is for integrators who completed the basic configuration
tutorial and build Data Flow workflows.

©® Info

For more information, see Connect |oT - Rest Client and Connect |oT - Rest Server.

Before You Start
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® Complete Connect loT - Basic Configuration Tutorial: you need an Automation
Manager that you can start in console mode, the Resource entity type enabled
for Connect loT, an integration user, and a Resource, such as Gateway-01.

* Make the packages ecriticalmanufacturing/connect-iot-driver-restclient and
@criticalmanufacturing/connect-iot-driver-restserver available in the Connect
|oT repository.

® Choose a free port above 1024 on the machine that runs the Automation
Manager, for example 808s. A portin use fails the connection, and a port below
1024, the default se included, usually needs rights that the Automation
Manager does not have.

® Prepare a stand-in for the scheduling system that answers GET /v2/lot-
tracking/B-1001 with JSON, such as {"lotId": "B-1001", "state": "Staged"}.
Any HTTP service you control works. For automated tests, the Test Orchestrator
Rest Server simulator 7 hosts such an endpoint.

tests, use the Test Orchestrator Rest Client simulator 7.

Sequence of Steps

Step 1: Create the Two Automation Protocols

Go to Business Data > Automation Protocol and create one protocol for each
package, as described in How to: Create an Automation Protocol:

1. Create REST Client with the package ecriticalmanufacturing/connect-iot-
driver-restclient and keep the default parameter values.
2. Create REST Server with the package ecriticalmanufacturing/connect-iot-

driver-restserver and keep the default parameter values.

Both protocols are in the created state. You set the values below per connection in
Step 4:

Protocol Parameter Value in this Why it matters
tutorial

REST Client baseUrl The host of the A host with an optional base
scheduling path (api.example.com/v1),
system, such as without the scheme and
127.0.0.1 without a query string
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Protocol Parameter Value in this Why it matters
tutorial
REST Client protocol HTTP HTTPS fora TLS endpoint, with

clientCertificate,
clientPrivateKey,and
certificateAuthority when
the server requires them

REST Client port The port of the When it is greater than o, the
stand-in, such as driver writes it into every URL,
8090 even the usual port of the

protocol: set 443 for HTTPS,
or o to add no port

REST Client authenticat None BasicAuthentication,
ionMode BearerToken , OF APIKey,
with the matching credential

parameters
REST address 0.0.0.0 0.0.0.0 listenson every
Server interface. An empty address

listenson 127.0.0.1 only

REST port 8085 The free port you chose
Server

REST protocol HTTP HTTPS needs certificate
Server and key

Step 2: Describe the API You Call

The REST Client package ships no driver definition, so every request the controller
makes is a command you declare. The Endpoint Path of the command (its Command
Device ID) is the endpoint path, with :<name> for each segment that varies.

1. Go to Business Data > Automation Driver Definition, create a definition named
Scheduler API on the REST Client protocol with the entity type Resource, and
skip the properties and events.

2. Add the command and its parameters:
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Entry Name
Command GetlotStat
us
Parameter lotId
Parameter detail

3. Select Create.

Command
Device ID or

Type

/v2/lot-
tracking/:lotI
d

String,
mandatory

string, default
value summary

Extended data

requestMethod GET,
successfulStatusCodes

200, timeout 30000

operationParameters

PathParameter

operationParameters

QueryParameter

The driver builds the request from names alone: a PathParameter replaces the :

<name> segment that carries its exact name, and a QuerypParameter is appended
under its name. A call with lotId setto B-1001 requests /v2/lot-tracking/B-1601?

detail=summary on the base URL. A GeT sends no body; RequestBody and

RequestBodyParameter parameters apply to PoST, PUT, and PATCH.

° Note

returned.

Listin successfulStatusCodes every status that the APl answers on success, for example

reply holds the response body only: the status code and the response headers are not

Step 3: Describe the Endpoint You Expose

On the REST Server, an event is an endpoint. Its Endpoint Path (Event Device ID) is
the path in route syntax, starting with /, and a request to that path raises the event.
Each property reads one part of the request: its Property Name (Property Device ID)
is the name in the request, and its name is the name the workflow uses.

1. Create a driver definition named Gateway Endpoint on the REST Server protocol

with the entity type Resource.

2. Add the properties:
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Name Property Type requestCompo fullConten
Device ID nentType t

LotId lotId String Path false

Operator badgeId String Body false

RequestI requestId String RequestId false

d

3. Add the event TrackInRequested with the Event Device ID /gateway/lot-
start/:lotId and the extended data requestMethod POST, automaticReply
false, and timeout 60000 .

4. Add LotId, Operator, and RequestId to the event, skip the commands, and
select Create.

LotId is filled because its Property Device ID matches the route segment :lotId.
RequestId carries the identifier that the driver gives each request, and it is the only
way a reply finds its request. With automaticReply false, the driver holds the
request until the workflow replies or the event timeout passes. With the default
true, the driver answers 200 with an empty body as soon as the event is raised,
which suits a push that only expects an acknowledgment.

You declare no command: the package ships the command Request Reply Command
(device ID RequestReplyCommand ), with the parameters RequestId, StatusCode (default
200), and Body .

Execute Equipment Command lists the commands of the protocol together with
those of the driver definition, so it offers Request Reply Command even though the
definition does not declare it.

Step 4: Create the Controller with Both Drivers

1. Create an Automation Controller named Track-In Gateway with the Scope
Connect IoT, the entity type Resource, and the Workflow Type Data Flow.

2. In the driver definitions step, add Scheduler with the Scheduler API definition
and Gateway with the Gateway Endpoint definition, give each a different color,
and keep the core task package.

The setup page holds, for each driver, a bDriver Event (OnInitialize), an

Equipment Configuration, and a Driver Command (Connect ) task, already linked.
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3. In the Communication Parameters tab of each Equipment Configuration task, set

the values from the table in Step 1, and select Save.

% Equipment Configuration Settings

GENERAL  COMMUNICATION PARAMETERS

NAME

address

port

protocol

certfficateAuthority

certificate

key.

VALUE Name: | port

0000 Description: | Port number the

illbe listening. Defautts to 80

Value: | 8085

Comments:

Cancel “

o Info

For more information, see Create Automation Controller and Create the Setup Workflow.

Step 5: Build the Track-In Workflow

Add a workflow page named Track-In, place the tasks below, and link them as listed.
When you drop an equipment task, choose the driver shown in the table.

Task

On Equipment
Event (driver

Gateway )

Execute Equipment
Command , named

Ask the scheduler
(driver scheduler)

Execute Equipment

Command , named

Settings to set

On Equipment Event:
TrackInRequested

Equipment Command:
GetLotStatus

Equipment Command:

Request Reply Command

Inputs and outputs to link

LotId oftheeventto
lotId; Success ofthe
eventto Activate

RequestId oftheeventto
RequestId; reply of Ask
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Answer the

gateway (driver
Gateway )

Execute Equipment
Command , named
Refuse the
request (driver
Gateway )

Track-In =

£ OnEquipment Event sk 31 i

event
AutomationEvent
tmestamp
Daterime
evenmawpata
opject
occurenceld
String

Lotid

String

Operator

string

Requestid

String

, Enablerisable Suceess

sookan

Error

Settings to set

Equipment Command:
Request Reply Command;On
Command Settings,
StatusCode 502 and Body
{"accepted": false}

£ Askthe scheduler task 43 3

correlationid reply
3

String Object
lotid

>
| sang

detal

& summary
stnng
Activate.

>

[ any

Success Of Ask the
scheduler tO Activate

RequestId oftheeventto
RequestId; Error of Ask
the scheduler to

Activate

£ Answer the gateway task 55§
correlationid reply
N >
stiing Obfect
Requestd
»
stang
Statwscode
m
Integer
| =ony
»
anea

, Actiate success
any

L Retuse the request rasco7 !
comelationid reply
. !
sung ovect
reuestid

sumg

StatusCode
\> 502

| imocger

|

[obectODecy
obect
, Aanate Success

Error

Select Save. Each request now follows one of two paths. When the scheduling system
answers within the 30000 milliseconds of the command timeout, its parsed body
goes back to the gateway with 200 . When the call fails, Refuse the request answers
502 atonce, so the gateway does not wait for the event timeout and then receive
500 . All the work between the event and the reply must fit within the event timeout .

Step 6: Connect the Instance and Start the Manager

1. Connect the controller to the Resource Gateway-01 and to your Automation
Manager, and select the same Resource for both drivers, as described in How to
Create a Controller Instance.

Critical
manufacturing 12.0

Page 7 of 9


file:///app/site/tutorials/modules/connect-iot-equipment-integration/images/connectiot_rest_track_in.png
file:///app/site/tutorials/modules/connect-iot-equipment-integration/images/connectiot_rest_track_in.png
file:///app/site/tutorials/modules/connect-iot-equipment-integration/how-to/howto_createautomationcontrollerinstance/
file:///app/site/tutorials/modules/connect-iot-equipment-integration/how-to/howto_createautomationcontrollerinstance/

2. Start the Automation Manager in console mode.

In Automation > Connect IoT, both driver instances reach Communicating. For the

REST Client, this state says nothing about the scheduling system: connecting sends
no request, and an unreachable server shows only as the error of a command. The

REST Server listens from the moment it connects, and registers the routes of its

events only when the setup completes.

Validate the Result

1. Start the scheduling system stand-in.

2. From any machine that reaches the Automation Manager, send a track-in

request:

curl -i -X POST http://<manager-host>:8085/gateway/lot-start/B-1001 -H
"Content-Type: application/json" -d "{\"badgeId\": \"OP-17\"}"

The answer is 200 with the body of the scheduling system, such as {"lotId":
"B-1001", "state": "Staged"}.The Automation Manager console shows the
event TrackInRequested, the command GetLotStatus, and the command Request

Reply Command .

3. Stop the scheduling system stand-in and send the same request.

The answer is 502 with {"accepted": false}, right after the failed call to the

scheduling system.

Troubleshooting
Symptom

Every command fails,

from a browser

The APl does the work and

every command still
reports Error

Cause

protocol is HTTPS and port
is still 80, or baseurl holdsa
scheme

The APl answers a status
outside
successfulStatusCodes,

such as 201 or 204

Fix

Write baseUrl asa
host without a
scheme, and set
port tothe real
port(443)or o

List every success
status, for example
200,201
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Symptom

Every request is answered
404

The caller waits the whole
event timeout and
receives 500 with Timeout
occurred while waiting
for a reply to your

request!

LotId isempty,and Ask
the scheduler fails

Areply fails with unable to
find a pending request
with id '<id>'. Maybe

it timed out?

Next Steps

Cause

The Event Device ID isnot a
path starting with / , the
request arrived before the
setup completed, or two
events share a path and only
the first one is matched

The event has no RequestId
property, the reply task does
not receive it, or a path of the
workflow ends without a reply

The Property Device ID of the
Path property does not
match the route segment

The reply was sent after the
event timeout, or twice for
one request

Fix

Give each event its
own path, starting
with /

Link RequestId into
every reply task, and
reply on the failure
path too

Use the segment
name, lotId for
:lotId

Keep the work
within the timeout
and send one reply
per request

Reuse the same pattern for HTTPS by setting protocol, port, and the certificate

parameters of each driver, and set authenticationMode with its credentials when the
APl requires them. To build the same flow in Control Flow, use the TrackInRequested

event as the trigger and place the command and the reply in its handler; see
Connect loT - Control Flow Configuration Tutorial. In 12.0, the
connect.iot.driver.template topics of both REST drivers are deprecated and log a
deprecation warning on each message, so declare every endpointin the driver
definition. To exchange data with MES itself, continue with Connect loT - Talking to

MES Tutorial, and for socket devices, see Connect |oT - TCP/IP Tutorial.
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