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Basic Concepts

Protocols

Each equipment has its own communication protocol and, as an Equipment Integration stakeholder, the
first step is understanding the communication protocol and its specification. There are three main concepts
about a protocol that are critical to an equipment integration success: Events, Commands and Properties.

Event

An event is something you want to be notified of, in the lifecycle of the machine. The events available vary
according to the protocol and equipment under analysis. They can be as simple as the creation of a file, or
changes in the content of a file, or a change on a value of the equipment.

Example:

A material is placed in a resource, and a change is detected, indicating that a material is present.

graph LR
A[start] -->|Material placed in the resource| B(Resource)
class A,C mermaid_start

This triggers an event that notifies a system (MES) that is waiting for this information.

graph LR
A[start] -->|Material placed in the resource| B(Resource)
B --> |Event: Material placed| C(MES)
class A mermaid_start

Property

A property is a value that holds a specific meaning in the context of the machine, and like events the
properties available also vary according to the protocol and equipment under analysis. A property can be,
for example, the name and size of a file that is sent along an event notification triggered by a file change, or
even the state of a machine informing if it is running or not. An event may have several properties.

Example:

When the system (MES) receives the notification informing the material placement, it also wants the value

of the property temperature at the time the material is placed.

graph LR
A[start] -->|Material placed in the resource| B(Resource)
B --> |Event: Material placed <br> Material ID=123 <br> Property Temp=40°C| C(MES)
class A mermaid_start

Command

A command is an action sent to the equipment that may or may not have a reply, as for example the
command to an equipment to start processing, which may have a success or failure reply, or the command
of deleting a file. The commands available vary according to the protocol and equipment under analysis.
Commands serve to interact with the equipment from an external application.

Example:
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After the system is notified about the material placement, and knows the temperature, it sends the
command to the equipment for it to start the material processing, and changes the property machine state
to processing.

graph LR
A[start] -->|Material placed in the resource| B(Resource)
B --> |Event: Material placed <br> Material ID=123 <br> Property Temp=40°C| C(MES)
C -->|Command: Start Process <br> Property Machine State: Processing| B
class A mermaid_start

In this scenario MES can perform validations knowing which machine is being used, the material being

processed (and all the context of that material), such as validating that the material should be processed in
the equipment and, for example it can run when the machine is at 40°C.

Process Validation - Automation Capability Management (ACM)

All the information about a protocol is usually provided on the device documentation, where there is
usually a section dedicated to the protocols properties, events and commands. But relying on this
information only to carry out an Equipment Integration, is not enough, because the business development
also depends on the actual device behavior, not only on to the information provided by the documentation.

To support this operating approach, there is an Automation Capability Management (ACM) process that can
be performed. This process refers to an analysis, from which results a report stating the scenarios that will
be covered (use cases) and what we need to be aware of whilst the development (when things happen,
what to read, what to send, etc.).
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Connect loT Equipment Behavior Equipment Documentation ACM Report
Use Cases Analysis Analysis

This saves time testing the machine. It is a common scenario to have very limited reserved machine time to
perform validation tests. So it is useful to have a breakdown of the integration scenarios and of the pre-
requirements of each. This way, you can have a systematic problem checking approach before embracing a
full integration and be confident that the assumptions you will be doing in the equipment integration
matches the real behavior.

ACM Practical Examples

This example, is based on a real world scenario, where a machine to start the production process needs to
have its recipe chosen. Using the Connect loT application, a logic will be designed so the recipe is
automatically chosen through a command, as soon as MES receives the information about the material that
is about to be processed.

With the ACM of the equipment in the shop floor, one will notice that for the recipe to be chosen in the
equipment, its state must be a specific State A, and no other. If the resource is not on state A, choosing a
recipe is not possible.

By consulting the equipment documentation, the only information is that the Command X should be used
to select the production recipe, and only with this information the business logic would not work as
expected.

Another example of the importance of analyzing the behavior of a machine while in a production setting is,
for example in a file integration, not just knowing the file structure and type, which normally is given in the
machine documentation, but also when the file is generated, when information is appended to the file, if

the file is deleted or moved at the end of the process and the physical moments that match these changes.
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These scenarios are common, and they are the main driver for validating and assessing a machine in real
life.

Documentation usually informs the user about the messages, its information and format but it doesn't

enlighten the reader about the circumstances under which said messages are valid and when they are
produced.
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Legal Information

Disclaimer

The information contained in this document represents the current view of Critical Manufacturing
on the issues discussed as of the date of publication. Because Critical Manufacturing must
respond to changing market conditions, it should not be interpreted to be a commitment on the
part of Critical Manufacturing, and Critical Manufacturing cannot guarantee the accuracy of any
information presented after the date of publication. This document is for informational purposes
only.

Critical Manufacturing makes no warranties, express, implied or statutory, as to the information
herein contained.

Confidentiality Notice

All materials and information included herein are being provided by Critical Manufacturing to its
Customer solely for Customer internal use for its business purposes. Critical Manufacturing retains
all rights, titles, interests in and copyrights to the materials and information herein. The materials
and information contained herein constitute confidential information of Critical Manufacturing and
the Customer must not disclose or transfer by any means any of these materials or information,
whether total or partial, to any third party without the prior explicit consent by Critical
Manufacturing.

Copyright Information

All title and copyrights in and to the Software (including but not limited to any source code,
binaries, designs, specifications, models, documents, layouts, images, photographs, animations,
video, audio, music, text incorporated into the Software), the accompanying printed materials,
and any copies of the Software, and any trademarks or service marks of Critical Manufacturing
are owned by Critical Manufacturing unless explicitly stated otherwise. All title and intellectual
property rights in and to the content that may be accessed through use of the Software is the
property of the respective content owner and is protected by applicable copyright or other
intellectual property laws and treaties.

Trademark Information

Critical Manufacturing is a registered trademark of Critical Manufacturing.

All other trademarks are property of their respective owners.
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